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Figure 1a 
(Prior Art) 



Secure user authorization system 
verifies identity of system 
administrator 
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System administrator verifies secure state of 
computer system to trusted group of applications 



Hash generator accesses predetermined 
data and generates a trusted hash value 
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Hash generator digitally signs 
the trusted hash value using a 
private key 
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Hash generator retrievably stores the digitally 
signed trusted hash value in memory 
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Figure 3 



Un-trusted application transmits a 
password request to trusted application 



Secure user-authorization system prompts user 
to provide user authorization information 
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Hash generator accesses call stack and 
generates a current hash value 



Hash verifier retrieves and decrypts a 
digitally signed trusted hash value 
from computer system memory 



Figure 4 
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